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What we will cover today

§ Operating System Patching

§ In-place patching

§ AWS Systems Manager

§ Immutable servers

§ Gold AMI

§ Step Functions
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What is Patching?

ü Applying fixes
ü for Software flaws

ü to a large software             Operating System

ü Incorporate new features
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The Famous Flaws of the OS
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Amazon Elastic Compute Cloud (Amazon EC2) is a web service 
that provides secure, resizable compute capacity in the cloud.  

Operating system patching is not Amazon’s 
responsibility!

Its your responsibility.

Amazon EC2
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How to (not) patch an EC2 Machine?
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EC2 is still heavily used for Compute work

https://ec2types.io/

https://ec2types.io/


In-place Patching
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What is in-place patching?
Patching of an operating system or application on the server without removing 
the older version first and without saving any data beyond normal precautions.
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How do you automate in-place patching?

https://www.rajeshvu.com/cartoons/tag/all/39

https://www.rajeshvu.com/cartoons/tag/all/39
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AWS Systems Manager – Patch Manager

Patch manager

AWS Systems Manager
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Patch Manager
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1. Tag instances with the Patch Group Tag
Patch Group Value

Dev

QA

UAT

Prod
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1. Tag instances with the Patch Group Tag
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2. Create a Patch Baseline for each set of Patch Groups (e.g)

Dev

Critical 
Updates
Roll Up 
patches
Wait 7 days 
before 
approving

QA

Critical 
Updates
Roll Up 
patches
Wait 14 days 
before 
approving

UAT

Critical 
Updates
Roll Up 
patches
Wait 21 days 
before 
approving

Prod

Critical Updates
Roll Up patches
Wait 28 days 
before 
approving
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2. Create a Patch Baseline for each set of Patch 
Groups
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3a. Create Association to schedule periodic scans for 
compliance

Patch Group Value

Dev

QA

UAT

Prod
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3a. Create Association to check patch status against 
the baseline
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4. Create a Maintenance Window to Schedule patching
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4b Create Maintenance Windows for all environments
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Set Maintenance Windows (example)

Patch Group MW

Dev 1st Week

QA 2nd Week

UAT 3rd Week

Prod 4th Week
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Patch Compliance
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In Place Patching using AWS Systems Manager
Patch Compliance:

§ Tag instances using Patch Group
§ Create Patch Baseline and associate it with the Patch Groups
§ Create Association to RunPatchBaseline SSM Document with Scan

§ This populates the Patch Compliance Section

Patching:

§ Create a SSM Maintenance Window – Defines when your instances are 
patched

§ Run the RunPatchBaseline SSM Document with Install and Reboot as tasks



Patching Immutable Servers
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What are immutable servers / 
architectures?
üServers that have no reason to change

Q. What if its needs to be changed?
A.  A new server image needs to be created
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How do you automate patching your 
AMI?
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Create an AMI Baking Pipeline

Base AMI

Cloud Watch 
timed event

Update Instance, 
harden, install 
tools & agents

Launch 
Instance

Initial Gold 
AMI

Gold AMI
AWS Inspector, 
agents, scripts

Gold AMI

Bu
ild

Va
lid

at
e

E.g: https://github.com/aws-samples/aws-golden-ami-pipeline-sample

https://github.com/aws-samples/aws-golden-ami-pipeline-sample
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In real world, a Continuous Deployment pipeline manages the ASGs

Code repo Code Build Code DeployDevelopers
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Ensuring your CD Pipeline uses only $latestAmi

Base AMI Update AMI Validate AMI Create Gold 
AMI

Developer Build Deploy ASG

AM
I B

ak
in

g
C

D
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Step Functions for patching 
immutable architecture

Sudev Kurur
AWS DevOps Engineer
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What is AWS Step Functions?
ü Coordinate multiple AWS services
ü To produce a desired outcome

Step functions helps in:

§ Sequence functions
§ Run functions in parallel
§ Select functions based on data
§ Retry functions
§ Error handling - Try/Catch/Finally
§ Code that runs for hours

State • Task

State • Task

State • Task
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Ensuring your CD Pipeline uses only $latestAmi

Base AMI Update AMI Validate AMI Create Gold 
AMI

Developer Build Deploy Autoscaling

AM
I B

ak
in

g
C

D
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AWS STEP FUNCTION

MANAGEMENT AWS ACCOUNT

DEV 
WEEK 1

QA 
WEEK 2

UAT 
WEEK 3

PROD 
WEEK 4

CL
O

U
DW

AT
CH

 R
U

LE
S

Gold AMI

DEV AWS   
ACCOUNT

QA AWS   
ACCOUNT

UAT AWS   
ACCOUNT

PROD AWS   
ACCOUNT
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SHARE-AMI
CREATE LC

(DEPLOY CF)
GET-AMI-IDSTART MODIFY ASG

DEPLOY PIPELINE
STOP

YES

WAIT USING 
SECONDS

(20 SECONDS)

GET CF 
STATUS

CF DEPLOYED?

NO

WAIT USING   
SECONDS

(20 SECONDS)

GET SOURCE STAGE 
STATUS

APPROVAL  
STAGE?

NO

AUTO APPROVE
PIPELINE 

YES

AWS Step Functions

ERROR PATCHING



Demo
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Life of your EC2 instance and patch approach
Situation EC2 Pricing Model Life expectancy Example Patching approach

Monolithic Workloads RI / On-demand Long term Traditional Monolithic 
Application

In-place

CI CD Workloads RI / On-demand Short to Long term DevOps Workloads AMI Baking Pipeline

Short term compute 
operations

Spot instance Short Term Fault tolerant and 
Flexible Application

AMI Baking Pipeline / 
Latest Image
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EC2 Patch Management - Endgame

§ Rapid developments mean more possibility of new flaws

§ Patching is more important today than ever before
§ There is no one size fits all for patch management
§ Reduce your blast radius at all times

§ If you can’t patch, destroy your server



Questions?



Thank you.


